t;y 25 il 1%
sSLatmsi

BHESNRHINRS
[2021]



el

=

1B

ot

2HItHE
3 B #E
3.1 MEN4A
3.2 mEAER
4 Hiti#1E
41 BAEMER
4.2 BREPT WD
4.3 aFIE
5 HitER

6 /=HA



][

==
1 81
IEEZ2EATF 2021.09.13, 1KE DODO BIFAXS DODO-NFTPool BEEAARESEITHEE, 1BERLHNRIERE
SRHENTEISR,

BEREHEANERBBENE, BRAHNRE, UEELAIRENARN, YHEH#ITREHIT.

EERRINE ML 53E:

Mk 75 % iR

REML IEEMNBMI R E B ERITREMA.,

REMR BEHATAEMCBRRHTLZENL, URAPETRS, ZREBR.
BRI ETHRRAE, #TRSEDTHIREIERE.

IBERKRENLEFR:

immER Lz
e EiRE FERAZNIENREEREATN, BNBEETERT.
S SRR EINNENERET, BAUENEESERE.
PiEiwE PlimERZNHMENET, BEERERE.
EARE ﬁgﬁﬁg%&ﬁiﬁ% MBI SIRIE, BNNES BT HMENERXLERZ
SRRIEE.
CER ERLEaER2RE, IR ERESEN.
HEAREEIN RIS R TP EE ST RIE R T 05

2 HIT A&



* ERFRIAMEDM DT AN SRR E RNTEREATRENL,

¢ AIHITABNRZEE, BIAISTEAMNE, KIMABFEENLEER,

ATREAREFEITIRTEEZ2HNZERFENRES*:

(HEfth RN L 2REARE TS S AR RHEITRETE)

* BEANRE

* ERRE

* EHIRE

* JEihhbRE

* BERSFR

* FRFRE

* MRIEHIRE

* BH R/ THRE

* B EBRIRE

* KRERNEMH#EHRR
* BABEIRERRE

* tx.originS A IIERE
* BREERE

* TEBEZRNE

* Gasfift®it

* JEE Event BT

* JTREIEERER

* AREMIMRBEAET

¢ RERSZEFNMHET



* WSIZEEIRFEETT

AR R fE ARt R it

o
b

3 MBHE

3.1 BT

BIThR A
https://github.com/DODOEX/contractV2/tree/feature/nftPool
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® contracts/NFTPool/impl/FilterAdmin.sol

® contracts/NFTPool/impl/BaseFilterV1.sol

® contracts/NFTPool/impl/FilterERC721V1.sol

® contracts/NFTPool/impl/FilterERC1155V1.sol

® contracts/NFTPool/impl/Controller.sol

® contracts/SmartRoute/proxies/DODONFTPoolProxy.sol

® contracts/SmartRoute/DODONFTApprove.sol

B8 hRAACHT :
https://github.com/DODOEX/contractV2/tree/feature/nftPool

commit: 7b526b8208ec172b4ccfabbf22b39edcbe284561
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Function Name

isNFTValid

isNFTIDValid

getAvaliableNFTInAmount

getAvaliableNFTOutAmount

getNFTIndexByld

queryNFTIn

queryNFTTargetOut

queryNFTRandomOut

_geometricCalc

_getRandomNum

changeNFTInPrice

_changeNFTInPrice

changeNFTRandomOutPrice

_changeNFTRandomOutPrice

changeNFTTargetOutPrice

_changeNFTTargetOutPrice

changeNFTAmountRange

_changeNFTAmountRange

changeTokenldRange

BaseFilterV1

Visibility

External

Public

Public

Public

Public

Public

Public

Public

Internal

Public

External

Internal

External

Internal

External

Internal

External

Internal

External

Mutability

Can Modify State

Can Modify State

Can Modify State

Can Modify State

Can Modify State

Can Modify State

Can Modify State

Can Modify State

Can Modify State

Modifiers

onlySuperOwner

onlySuperOwner

onlySuperOwner

onlySuperOwner

onlySuperOwner



_changeTokenldRange

changeTokenldMap

_changeTokenldMap

changeFilterName

Function Name

init

ERC721In

ERC721TargetOut

ERC721RandomOut

onERC721Received

_transferOutERC721

emergencyWithdraw

supportsinterface

version

Function Name

init

ERC1155In

BaseFilterV1

Internal

External

Internal

External

Can Modify State

Can Modify State

Can Modify State

Can Modify State

FilterERC721V1

Visibility

External

External

External

External

External

Internal

External

Public

External

Mutability

Can Modify State

Can Modify State

Can Modify State

Can Modify State

Can Modify State

Can Modify State

Can Modify State

FilterERC1155V1

Visibility

External

External

Mutability

Can Modify State

Can Modify State

onlySuperOwner

onlySuperOwner

Modifiers

preventReentrant

preventReentrant

preventReentrant

onlySuperOwner

Modifiers

preventReentrant



ERC1155TargetOut

ERC1155RandomOut

onERC1155Received

onERC1155BatchReceived

_transferOutERC1155

emergencyWithdraw

_maintainERC11550ut

_maintainERC1155In

supportsinterface

version

Function Name

<Constructor>

erc721In

erc721TargetOut

erc721RandomOut

erc1155In

erc1155TargetOut

erc1155RandomOut

FilterERC1155V1

External Can Modify State
External Can Modify State
External Can Modify State
External Can Modify State
Internal Can Modify State
External Can Modify State
Internal Can Modify State
Internal Can Modify State
Public -
External -

DODONFTPoolProxy

Visibility Mutability
Public Can Modify State
External Can Modify State
External Can Modify State
External Can Modify State
External Can Modify State
External Can Modify State
External Can Modify State

preventReentrant

preventReentrant

onlySuperOwner

Modifiers



createNewNFTPoolV1

createFilterV1

erc721ToErc20

changeMaintainer

changeFilterAdminTemplate

changeController

setFilterTemplate

_generalApproveMax

_generalBalanceOf

_generalTransfer

Function Name

init

unlockAddProxy

lockAddProxy

addDODOProxy

removeDODOProxy

claimERC721

claimERC1155

DODONFTPoolProxy

External Can Modify State
Public Can Modify State
External Can Modify State
External Can Modify State
External Can Modify State
External Can Modify State
External Can Modify State
Internal Can Modify State
Internal =
Internal Can Modify State
DODONFTApprove
Visibility Mutability
External Can Modify State
External Can Modify State
Public Can Modify State
External Can Modify State
External Can Modify State
External Can Modify State
External Can Modify State

preventReentrant

onlyOwner

onlyOwner

onlyOwner

onlyOwner

Modifiers

onlyOwner

onlyOwner

onlyOwner notLocked

onlyOwner



claimERC1155Batch

isAllowedProxy

Function Name

init

mintFragTo

burnFragFrom

queryMintFee

queryBurnFee

isRegisteredFilter

getFilters

addFilter

changeFeeRate

version

Function Name

setFilterAdminFeeRatelnfo

setGlobalParam

setEmergencyWithdraw

DODONFTApprove

External

External

Can Modify State

FilterAdmin

Visibility

External

External

External

Public

Public

Public

Public

External

External

External

Mutability

Can Modify State

Can Modify State

Can Modify State

Can Modify State

Can Modify State

Can Modify State

Can Modify State

Controller

Visibility

External

External

External

Mutability

Can Modify State

Can Modify State

Can Modify State

10

Modifiers

onlyOwner

onlyOwner

Modifiers

onlyOwner

onlyOwner

onlyOwner



Controller
getMintFeeRate External - -

getBurnFeeRate External - -

4.3 JRiE1E
[N1] 2] e CIRIER S IREE
TRAERE: 2HZEWE

£ ES

B3 EA initOwner #H1THIAE  owneER  HUIR(E, FEMEEREEILTIER initOwner REUGATTIIIAMAIE)E,

® |ib/InitializableOwnable.sol#L42-L45

function initOwner (address newOwner) public notInitialized {
_INITIALIZED = true;
_OWNER = newOwnerj;

® NFTPool/impl/FilterERC1155V1.sol#L27-L53

function init(
address filterAdmin,
address nftCollection,
bool[] memory toggles,
string memory filterName,
uint256[] memory numParams, //0 - startId, 1 - endId, 2 - maxAmount, 3 -
minAmount
uint256[ ] memory priceRules,
uint256[ ] memory spreadIds
) external {

initOwner(filterAdmin);

_FILTER NAME = filterName;
_NFT COLLECTION = nftCollection;

11



_changeNFTInPrice(priceRules[0], priceRules[1l], toggles[0]);
__changeNFTRandomOutPrice(priceRules[2], priceRules[3], toggles[1]);
_changeNFTTargetOutPrice(priceRules[4], priceRules[5], toggles[2]);

_changeNFTAmountRange (numParams[2], numParams[3]);

_changeTokenIdRange (numParams[0], numParams[1]);
for (uint256 i = 0; i < spreadIds.length; i++) {
_SPREAD IDS REGISTRY [spreadIds[i]] = true;

emit FilterInit(filterAdmin, nftCollection, filterName);

® NFTPool/impl/FilterERC721V1.s0l#L30-L55

function init(
address filterAdmin,
address nftCollection,
bool[] memory toggles,
string memory filterName,
uint256[] memory numParams, //0 - startId, 1 - endId, 2 - maxAmount,
minAmount
uint256[] memory priceRules,
uint256[ ] memory spreadIds
) external {
initOwner (filterAdmin);
_FILTER NAME = filterName;

_NFT COLLECTION = nftCollection;

_changeNFTInPrice(priceRules[0], priceRules[l], toggles[0]);
_changeNFTRandomOutPrice(priceRules[2], priceRules[3], toggles[1]);
__changeNFTTargetOutPrice(priceRules[4], priceRules[5], toggles[2]);
_changeNFTAmountRange (numParams[2], numParams[3]);
_changeTokenIdRange (numParams[0], numParams[1]);

for (uint256 i = 0; i < spreadIds.length; i++) {
_SPREAD IDS_REGISTRY [spreadIds[i]] = true;

emit FilterInit(filterAdmin, nftCollection, filterName);

12
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® NFTPool/impl/BaseFilterV1.sol#L109-L303

function changeNFTInPrice(
uint256 newGsStart,
uint256 newCr,
bool toggleFlag
) external onlySuperOwner {
_changeNFTInPrice(newGsStart, newCr, toggleFlag);

function changeNFTInPrice(
uint256 newGsStart,
uint256 newCr,
bool toggleFlag
) internal {
require(newCr > DecimalMath.ONE, "CR INVALID");
_GS_START IN = newGsStart;
_CR_IN_ = newCr;
_NFT IN TOGGLE = true;

emit ChangeNFTInPrice(newGsStart, newCr, toggleFlag);
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function changeNFTRandomOutPrice (
uint256 newGsStart,
uint256 newCr,
bool toggleFlag

) external onlySuperOwner {

_changeNFTRandomOutPrice(newGsStart, newCr, toggleFlag);

function _changeNFTRandomOutPrice
uint256 newGsStart,
uint256 newCr,
bool toggleFlag

) internal {
require(newCr > DecimalMath.ONE, "CR INVALID");
_GS_START RANDOM OUT = newGsStart;
_CR_RANDOM OUT = newCr;
_NFT_RANDOM OUT TOGGLE = true;

emit ChangeNFTRandomOutPrice(newGsStart, newCr, toggleFlag);

function changeNFTTargetOutPrice(
uint256 newGsStart,
uint256 newCr,
bool toggleFlag

) external onlySuperOwner {

_changeNFTTargetOutPrice(newGsStart, newCr, toggleFlag);

function _changeNFTTargetOutPrice(
uint256 newGsStart,
uint256 newCr,
bool toggleFlag
) internal {
require(newCr > DecimalMath.ONE, "CR INVALID");
_GS_START TARGET OUT = newGsStart;
_CR _TARGET OUT = newCr;
_NFT TARGET OUT TOGGLE = true;

emit ChangeNFTTargetOutPrice(newGsStart, newCr, toggleFlag);

function changeNFTAmountRange(uint256 maxNFTAmount, uint256 minNFTAmount)

external

14



onlySuperOwner

__changeNFTAmountRange (maxNFTAmount, minNFTAmount);

function changeNFTAmountRange(uint256 maxNFTAmount, uint256 minNFTAmount)
internal {
require (maxNFTAmount >= minNFTAmount, "AMOUNT INVALID");
_MAX NFT AMOUNT_ maxNFTAmount;
_MIN NFT AMOUNT = minNFTAmount;

emit ChangeNFTAmountRange (maxNFTAmount, minNFTAmount);

function changeTokenIdRange(uint256 nftIdStart, uint256 nftIdEnd) external
onlySuperOwner {
_changeTokenIdRange(nftIdSstart, nftIdEnd);

function changeTokenIdRange(uint256 nftIdStart, uint256 nftIdEnd) internal {

require(nftIdStart <= nftIdEnd, "TOKEN RANGE INVALID");

_NFT ID START = nftIdStart;
_NFT_ID END = nftIdEnd;

emit ChangeTokenIdRange(nftIdStart, nftIdEnd);

function changeTokenIdMap(uint256[] memory tokenIds, bool[] memory isRegistered)

external

onlySuperOwner
{

_changeTokenIdMap (tokenIds, isRegistered);
}

function changeTokenIdMap(uint256[] memory tokenIds, bool[] memory isRegistered)
internal {

require(tokenIds.length == isRegistered.length, "PARAM NOT MATCH");
for (uint256 i = 0; i < tokenIds.length; i++) {

_SPREAD IDS REGISTRY [tokenIds[i]] = isRegistered[i];
emit ChangeTokenIdMap(tokenIds[i], isRegistered[i]);

15



function changeFilterName(string memory newFilterName)

external
onlySuperOwner
{
_FILTER NAME = newFilterName;
emit ChangeFilterName(newFilterName);
}
fBRF =

EWFEIDUR AP HHERNARINME X EEE, B%REJ SuperOwner IREIMEEUME SEHELMRNMMES AFEAE

A=,

RS
BN 23 5MBEMNE@EITIE, XEB SuperOwner 2 NFT IR, BN SIZITHIEZETIA SuperOwner 53X

VAUN: SN

[N3] [E] Owner X fRiZ K|a) 25
TR BY: ARIEHIR T
HARS

Owner AJAE Filter SAMNERE, W: FRE2RANFARE

® NFTPool/impl/Controller.sol#L37-L63

function setFilterAdminFeeRateInfo(

address filterAdminAddr,

uint256 nftInFeeRate,

uint256 nftOutFeeRate,

bool isOpen

) external onlyOwner {

FilterAdminFeeRateInfo memory feeRateInfo = FilterAdminFeeRateInfo({
nftInFeeRate: nftInFeeRate,
nftOutFeeRate: nftOutFeeRate,
isOpen: isOpen

})i

filterAdminFeeRates[filterAdminAddr] = feeRateInfo;

emit SetFilterAdminFeeRateInfo(filterAdminAddr, nftInFeeRate, nftOutFeeRate,

16



isOpen);

}

function setGlobalParam(uint256 nftInFeeRate, uint256 nftOutFeeRate) external
onlyOwner {
_GLOBAL NFT IN FEE RATE = nftInFeeRate;
_GLOBAL_NFT OUT FEE RATE = nftOutFeeRate;

emit SetGlobalParam(nftInFeeRate, nftOutFeeRate);

function setEmergencyWithdraw(address filter, bool isOpen) external onlyOwner
isEmergencyWithdrawOpen[filter] = isOpen;

emit SetEmergencyWithdraw(filter, isOpen);

FREERIRFFA XM Filter 549, SuperOwner A LA emergencyWithdraw BREUE S LR R F= R BN K,

¢ NFTPool/impl/FilterERC1155V1.sol#L142-L166

function emergencyWithdraw(
address[] memory nftContract,
uint256[ ] memory tokenlIds,
uint256[ ] memory amounts,
address to
) external onlySuperOwner {
require(
nftContract.length == tokenlIds.length && nftContract.length ==
amounts.length,
"PARAM INVALID"
)i
address controller = IFilterAdmin(_OWNER_ ). CONTROLLER ();
require(
IController(controller).isEmergencyWithdrawOpen(address(this)),
"EMERGENCY WITHDRAW NOT OPEN"

for (uint256 i = 0; i < nftContract.length; i++) {
uint256 tokenId = tokenIds[i];
IERC1155(nftContract[i]).safeTransferFrom(address(this), to, tokenId,
amounts[i], "");
if (_NFT RESERVE [tokenId] > 0 && nftContract[i] == NFT COLLECTION )
_maintainERC11550ut (tokenId);

17



emit EmergencyWithdraw(nftContract[i],tokenIds[i], amounts[i], to);

® NFTPool/impl/FilterERC721V1.sol#L137-L163

function emergencyWithdraw(

address[] memory nftContract,

uint256[] memory tokenIds,

address to

) external onlySuperOwner {

require(nftContract.length == tokenIds.length, "PARAM INVALID");

address controller = IFilterAdmin(_OWNER_ ). CONTROLLER ();

require(
IController(controller).isEmergencyWithdrawOpen(address(this)),
"EMERGENCY WITHDRAW NOT OPEN"

for (uint256 i = 0; i < nftContract.length; i++) {
uint256 tokenId = tokenIds[i];

if (_NFT RESERVE [tokenId] > 0 && nftContract[i] == NFT COLLECTION ) {
uint256 index = getNFTIndexById(tokenId);
_NFT IDS [index] = NFT IDS [ NFT IDS .length - 1];
_NFT_IDS .pop();
_NFT RESERVE [tokenId] = 0;
_TOKENID IDX [tokenId] = 0;
_TOKENID IDX [ NFT IDS [index]] = index + 1;

}
IERC721(nftContract[i]).safeTransferFrom(address(this), to, tokenIds[i]);

emit EmergencyWithdraw(nftContract[i],tokenIds[i],to0);
}

_TOTAL NFT AMOUNT = NFT IDS .length;
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® NFTPool/impl/DODONFTApprove.sol#L70-L100

function claimERC721(
address nftContract,
address who,
address dest,
uint256 tokenId

) external {

require( IS ALLOWED PROXY [msg.sender], "DODONFTApprove:Access restricted");
IERC721 (nftContract).safeTransferFrom(who, dest, tokenId);

function claimERC1155(
address nftContract,
address who,
address dest,
uint256 tokenId,
uint256 amount
) external {
require(_IS ALLOWED PROXY [msg.sender], "DODONFTApprove:Access restricted");
IERC1155(nftContract).safeTransferFrom(who, dest, tokenId, amount, "");

function claimERC1155Batch(
address nftContract,
address who,
address dest,
uint256[] memory tokenIds,
uint256[ ] memory amounts
) external {
require(_ IS ALLOWED PROXY [msg.sender], "DODONFTApprove:Access restricted");
IERC1155(nftContract).safeBatchTransferFrom(who, dest, tokenIds, amounts,

||n);
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® NFTPool/impl/BaseFilterV1.sol#L182-L186

function getRandomNum() public view returns (uint256 randomNum) {
randomNum = uint256 (
keccak256 (abi.encodePacked(tx.origin, blockhash(block.number - 1),
gasleft()))

)i

® NFTPool/impl/FilterERC721V1.sol#L98-1L112

function ERC721RandomOut(uint256 amount, address to)
external
preventReentrant

returns (uint256 paid)

(uint256 rawPay, ) = queryNFTRandomOut (amount);
paid = IFilterAdmin(_ OWNER ).burnFragFrom(msg.sender, rawPay);
for (uint256 i = 0; i < amount; i++) {
uint256 index = getRandomNum() % _TOTAL NFT AMOUNT ;
_transferOutERC721(to, NFT IDS [index]);

emit RandomOut( NFT IDS [index]);
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_TOTAL NFT AMOUNT = NFT IDS .length;

® NFTPool/impl/FilterERC1155V1.s0l#L89-L108

function ERC1155RandomOut (uint256 amount, address to)
external
preventReentrant
returns (uint256 paid)

{
(uint256 rawPay, ) = queryNFTRandomOut (amount);
paid = IFilterAdmin(_ OWNER ).burnFragFrom(msg.sender, rawPay);
for (uint256 i = 0; i < amount; i++) {
uint256 randomNum = getRandomNum() % _TOTAL NFT AMOUNT ;
uint256 sum;
for (uint256 j = 0; j < _NFT IDS .length; j++) {
sum += NFT RESERVE [ NFT IDS [j]];
if (sum >= randomNum) {
_transferOutERC1155(to, _NFT IDS [j], 1);
emit RandomOut( NFT IDS [j], 1);
break;
}
}
}
}
RRRAR
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FilterERC721V1 &4 ERC721TargetOut R EFEHIT burnFragFrom 2 {ERIEHEENHIE msg.sender , (BE2ZFHZE
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® NFTPool/impl/FilterERC721V1.sol#L83-L112

function ERC721TargetOut (uint256[] memory tokenIds, address to)
external
preventReentrant

returns (uint256 paid)

{
(uint256 rawPay, ) = queryNFTTargetOut (tokenIds.length);
paid = IFilterAdmin(_OWNER ).burnFragFrom(msg.sender, rawPay);
for (uint256 i = 0; i < tokenIds.length; it++) {
_transferOutERC721(to, tokenIds[i]);
emit TargetOut (tokenIds[i]);
}
_TOTAL NFT AMOUNT = NFT IDS .length;
}

function ERC721RandomOut(uint256 amount, address to)
external
preventReentrant

returns (uint256 paid)

{
(uint256 rawPay, ) = queryNFTRandomOut (amount);
paid = IFilterAdmin(_ OWNER ).burnFragFrom(msg.sender, rawPay);
for (uint256 i = 0; i < amount; i++) {
uint256 index = getRandomNum() % _TOTAL NFT AMOUNT ;
_transferOutERC721(to, NFT IDS [index]);
emit RandomOut( NFT IDS [index]);
}
_TOTAL NFT AMOUNT = NFT IDS_.length;
}

® SmartRoute/proxies/DODONFTPoolProxy.sol#L85-L107

22



function erc721TargetOut (
address filter,
uint256[ ] memory tokenIds,
address to,
uint256 maxBurnAmount
) external {
uint256 paid = IFilter(filter).ERC721TargetOut (tokenIds, to);
require(paid <= maxBurnAmount, "BURN AMOUNT EXCEED");

emit Erc721TargetOut(filter, to, paid);

function erc721RandomOut (
address filter,
uint256 amount,
address to,
uint256 maxBurnAmount
) external {
uint256 paid = IFilter(filter).ERC721RandomOut (amount, to);
require(paid <= maxBurnAmount, "BURN AMOUNT EXCEED");

emit Erc721RandomOut(filter, to, paid);

B8 FilterERC1155V1 §AthZEEERYEIET ,

¢ SmartRoute/proxies/DODONFTPoolProxy.sol#L.128-L151

function ercll55TargetoOut (
address filter,
uint256[ ] memory tokenIds,
uint256[ ] memory amounts,
address to,
uint256 maxBurnAmount
) external {
uint256 paid = IFilter(filter).ERC1155TargetOut (tokenIds, amounts, to);
require(paid <= maxBurnAmount, "BURN AMOUNT EXCEED");

emit Ercll55TargetOut(filter, to, paid);

function ercll55RandomOut (

address filter,

23



uint256 amount,
address to,
uint256 maxBurnAmount

) external {
uint256 paid = IFilter(filter).ERC1155RandomOut (amount, to);
require(paid <= maxBurnAmount, "BURN AMOUNT EXCEED");

emit Ercll55RandomOut(filter, to, paid);

® NFTPool/impl/FilterERC1155V1.sol#L74-L108

function ERC1155TargetOut (

uint256[ ] memory tokenIds,

uint256[ ] memory amounts,

address to

) external preventReentrant returns (uint256 paid) {

uint256 totalAmount = 0;

for (uint256 i = 0; i < tokenIds.length; it++) {
totalAmount += amounts[i];
_transferOutERC1155(to, tokenIds[i], amounts[i]);
emit TargetOut(tokenIds[i], amounts[i]);

}

(uint256 rawPay, ) = queryNFTTargetOut (totalAmount);

paid = IFilterAdmin(_ OWNER ).burnFragFrom(msg.sender, rawPay);

function ERC1155RandomOut (uint256 amount, address to)
external
preventReentrant

returns (uint256 paid)

(uint256 rawPay, ) = queryNFTRandomOut (amount);
paid = IFilterAdmin( OWNER ).burnFragFrom(msg.sender, rawPay);
for (uint256 i = 0; i < amount; i++) {
uint256 randomNum = getRandomNum() % _TOTAL NFT AMOUNT ;
uint256 sum;
for (uint256 j = 0; j < _NFT IDS .length; j++) {
sum += NFT RESERVE [ NFT IDS [j]];
if (sum >= randomNum) {
_transferOutERC1155(to, NFT IDS [j], 1);
emit RandomOut( NFT IDS [Jj], 1);

break;
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fERFR
#2INFE FilterERC721V1 F] FilterERC1155V1 §£F#5 TargetOut , RandomOut AJERE 2
DODONFTPoolProxy thiit,
TargetOut , RandomOut U DODONFTPoolProxy &2JfE AR msg.sender B{EA FilterERC721V1 F
FilterERC1155V1 &4 TargetOut , RandomOut BRERAT T it #H1TI0E, AR burnFragFrom At 2

KINENAF b,

AR
BigE; ZT9@EITe, ZBMEMEB AR M FiterERC721V1 # FilterERC1155V1 & 4918 TargetOut
RandomOut,

[N7] [BiY] ARRMLEIRE

REXE: HE

HERE

FilterAdmin S£J4#7& T InitializableMintableERC20 543, ZEM TMERIRY init X, FIRERERESENFFRFAIERE

WRERFERENER.

® external/ERC20/InitializableMintableERC20.sol#L.29-1.43

function init(
address creator,
uint256 initSupply,
string memory _name,
string memory _symbol,
uint8 decimals

) public {

initOwner(_creator);
name = _name;

symbol = symbol;
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decimals = _decimals;
totalSupply = _initSupply;

balances|[ creator] = _initSupply;

emit Transfer(address(0), _creator, _initSupply);

® NFTPool/impl/FilterAdmin.sol#L32-L53

function init(

address owner,
uint256 initSupply,
string memory name,
string memory symbol,
uint256 feeRate,
address controller,
address maintainer,

address[] memory filters

) external {

RRAR

super.init(owner, initSupply, name, symbol, 18);

_INIT SUPPLY = initSupply;
_FEE RATE = feeRate;
_CONTROLLER _ = controller;
_MAINTAINER = maintainer;
_FILTERS = filters;

for (uint256 i = 0; i < filters.length; i++) {

_FILTER REGISTRY [filters[i]] =

emit FilterAdminInit(owner, feeRate

BIWRATENR SRS R BRERENTRERNERRBER

IR S

EA

[N8] [1f] ERZE 2 H{ER SafeMath

true;

)7

9Vl
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iR EY: B/ T RRE

HHAS

BYHES| BT SafeMath #EIREZLFFHIZEEMA SafeMath ERFHITERIGZE, BEUATFNRIFIRAE pragma
solidity 0.6.9;

BRAE

2K A SafeMath #&HRHITEARIZESER pragma solidity 0.8.x; M EAIRRA

RRIRE

2188 ; %227 commit: 7b526b8208ec172b4dccfabbf22b39edcbe284561 FRHITTIEE,

[NO] [1F£] BREXRT I 14 [a)
TRER: Gasfiftigit
FHAS

queryMintFee 1 queryBurnFee REZR T IZBEIEN AT MEFNEE, FJRMENIZA view,

® NFTPool/impl/FilterAdmin.sol#L78-L105

function queryMintFee(uint256 rawAmount)
public
returns (
uint256 poolFee,
uint256 mtFee,
uint256 afterChargedAmount

{
uint256 mtFeeRate = IController( CONTROLLER ).getMintFeeRate(address(this));
poolFee = DecimalMath.mulFloor(rawAmount, _FEE RATE );
mtFee = DecimalMath.mulFloor (rawAmount, mtFeeRate);
afterChargedAmount = rawAmount.sub(poolFee).sub(mtFee);
}

function queryBurnFee(uint256 rawAmount)
public
returns (
uint256 poolFee,
uint256 mtFee,
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uint256 afterChargedAmount

{
uint256 mtFeeRate = IController( CONTROLLER ).getBurnFeeRate(address(this));
poolFee = DecimalMath.mulFloor (rawAmount, FEE RATE );
mtFee = DecimalMath.mulFloor (rawAmount, mtFeeRate);
afterChargedAmount = rawAmount.add(poolFee).add(mtFee);
}
fRRAR

2 7E queryMintFee 1 queryBurnFee BEEIRRAN view FIET DL,
RRRS

B2EE; M2 LZTE commit: 15675bf5f274ce00ed43e69eacde28400ae1f441 1T TIEE.

[N10] [~ E] F=5MERREA

immRE: ARENIMEREA

HHAE

KRBPERMTHIEENNSB, ERIMBEM (bool success, ) = dodoProxy.call(dodoSwapData); j&HiE1E
Checks-Effects-Interactions fJFISE, B dodoProxy SMEBEMMNELZE AR ERE, WRIMNPENFERZ L@
HBEARTEN, FIEESENFAMRINTBERERFAIMEL, NRAFEINEE L DODONFTApprove &8 K&AHEREL

FRARNER, BRREGE TR BSMNER AR E DODONFTApprove ZRIVEIE, $E N4 AY[E)E,

® SmartRoute/proxies/DODONFTPoolProxy.sol#L222-1.251

function erc721ToErc20 (
address filterAdmin,
address filter,
address nftContract,
uint256 tokenId,
address toToken,
address dodoProxy,

bytes memory dodoSwapData

external

preventReentrant
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IDODONFTApprove(_ DODO NFT APPROVE ).claimERC721(nftContract, msg.sender,
filter, tokenId);

uint256[ ] memory tokenIds = new uint256[](1);
tokenIds[0] = tokenId;

uint256 receivedFragAmount = IFilter(filter).ERC721In(tokenIds,

address(this));

_generalApproveMax(filterAdmin, DODO_APPROVE , receivedFragAmount);
(bool success, ) = dodoProxy.call (dodoSwapData) ;

require(success, "API SWAP FAILED");
uint256 returnAmount = generalBalanceOf (toToken, address(this));
_generalTransfer(toToken, msg.sender, returnAmount);

emit Erc721toErc20(nftContract, tokenId, toToken, returnAmount);

RIRAR
BIVBREZERIBISTHITAR, BE: b, BEAT=ZE, B#H{T/MEEA(Checks-Effects-
Interactions), §/MBIERMRERBNRE.
MRS FFEERIMNBERMETE, EIXA dodoProxy & & H & EAIRF.

FEBERNFEIRENEANGE, NZERELIAFEEERNRERITIRE.

iRRIRS

BEE; %2 Z%E commit: 7b526b8208ec172b4ccfabbf22b39edcbe284561 1T T 88,

HithHS BHiTHIRA HitHH HitER
0X002109270001 SlowMist Security Team 2021.09.13 - 2021.09.20 = MBS
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EMEERARAS(TXER "EE") (NMARSLARNNEHAELRERFAENSIHARIRE, FHMLAEBRN
BfE. XTHAEMEMEARERFENARNFEARLEEH, BELEAIMEZENRN, TANLEABIRE, RS
FIENZERE U DT REMAZR, NETEERHBEEARSELANEERMHANXENZR (R BRHER),

BERIR: ERHEBFRAFERK. RER. BBERHNIER . MEREERMERIRE. REN. MR, RFHRIR
BERS SEFMERTRTH, 1EEXHILTMSBAIRKAAFZINAEBEMARE, EBENWENENREERHTAE

RNREFRTAHETARRS, BEFIHZIETRRAEMBERH#ITAR.
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